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HOJIMTUKA
rocyJ1apcTBEHHOI 0 Ka3eHHOT0 yupexaenus Baagumupcekoii odactu
«OT1aes cOUAJIbHOM 3AIUTHI HACEJIEHHS M0 AJICKCAHAPOBCKOMY PailOHY»
B OTHOIICEHUHU 00PadOTKH MEPCOHAIbHBIX JAHHBIX

1. TepMunbl U onpeaeseHust

Ilepconanabubie nanubie (I1/{n) - mobas nadopmanus, OTHOCAIIAICS K MPSIMO WUITH
KOCBEHHO OMPEICIICHHOMY WJIH onpeesieMomMy puzndeckoMy nuiy (cyonsexry [1/1H).

Omneparop - rocyJapCTBEHHBIM OpraH, MyHULMITAJIBHBIA OPraH, IOPUANYECKOE WU
(hbu3nyecKoe JIMI0, CAMOCTOATEIIBHO WJIM COBMECTHO C IPYTUMHU JIMI[AMUA OPraHU3YIOIINE U
(mnmm) ocymectrisitomue odpadotky IIJIH, a Takxke omnpenensromue Ieau o0paboTKu
IT/In, cocraB IIJIH, momnexamnux oOpaOoTke, JEHCTBUS (Omepalmuu), COBEpIIacMbIe C
[11H.

Oo6pabotrka IIJn - moboe neiicTBue (omepainusi) WM COBOKYHMHOCTH JIEHCTBHIMA
(omeparuii), CcOBEpIIaEMbIX C HCIOJIH30BAHUEM CPEJICTB aBTOMATH3AlMK WK 0e3
UCIIOJIb30BaHUsl Takux cpenactB c¢ [IJIH, Bkiatowass cOop, 3amuch, CUCTEMaTH3alIUIO,
HaKOIUICHUE, XpaHEHHWE, YTO4YHeHHe (OOHOBJICHHE, W3MEHEHUE), U3BJICUCHHUE,
HCIIOJIb30BaHUE, nepenavy (pacnpocTtpaHeHue, MpEI0CTaBIICHUE, JIOCTYTI),
o0e3nnunBanue, OJOKUPOBAHKE, yaaleHue, yHuutoxxenue [1/1H.

ABTOMaTu3npoBanHasi oopadorka II{n - oopadotka [1/[H ¢ momMorsl0 cpeacTB
BBIYUCITUTEILHON TEXHUKH.

Pacnpocrpanenune II/Iln - nelictBus, HampaBieHHble Ha packpeithue [1/[H
HEOIPEAEIEHHOMY KPYTY JIULL.

Ipenocrasinenue II/ln - gelictBus, HampaBieHHble Ha packpeitue [1J[H
ONpPEICIICHHOMY JIMIYy WM ONPEIETIEHHOMY KPYTY JIUII.

baokupoBanue IIJIn - BpemenHoe mpekpamienne o60padotku I[IJn  (3a
UCKJIFOUECHUEM CJIyYaeB, eclii 00paboTka HeoOxoauma i yrouneHus [1/]n).

Yunuroxenue IIJlH - gelictBus, B pe3ylbTaTe KOTOPBIX CTaHOBUTCS

HEBO3MOXHBIM BoccTaHOBUTH cojep:kanue [1/In B UCII/IH u (win) B pe3ynbTaTe KOTOPBIX
YHHUUTOXKAKOTCS Marepuainbabie HocuTenu [1J1H.

Oo6e3smmuuBanue II/IlH - feicTBHS, B pe3yabTare KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM  0€3 UCIOJIb30BAaHUS JIOMOJIHUTENbHONM HH(OpMalUU  ONpEeAeNIUTh
npuHaaiiexHocTs 1/l konkpeTHOMY cyOBekTy [1/1H.

Nudpopmanuonnas cucrema nepcoHanabHbIx JaHHbIX (UCII/IH) - cOBOKynHOCTB
cogepkamuxcs B 0azax ganHeix [[J[H u oOecneuuBarommx UX 00pabOTKyY
MH(OPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPECTB.

Tpancrpanununas nepenayda II/In - nepenauva [1/In HA TEppUTOPUIO MHOCTPAHHOTO
rocy/apcTBa OpraHy BJIACTH WHOCTPAHHOI'O TOCYAAapCTBA, MHOCTPAHHOMY (PU3UUECKOMY
JIMLY WIM UHOCTPAHHOMY FOPUANYECKOMY JIUILY.



2. Ha3nauyeHue M MPaBOBasi OCHOBA IOKYMEHTA

[lonruTka TrOCYAapCTBEHHOIO Ka3€HHOTO yupexaeHus «OtTaen CcouualibHOU
3alUThl HACEJICHHUS 10 AJICKCAHJIPOBCKOMY pailoHy» (dajiee Mo TeKCTy — YUpeKICHHUE)
OMpeNeNsieT CUCTEMY B3TJS0B Ha mpobiiemy obOecneduenus Oe3zonacHoctu [I/n u
Npe/ICTaBIIAECT COOOM CHCTEMAaTU3MPOBAHHOE U3JIOKECHHE 1IeJIed 1 3a]1ay 3allUThl, KaK OJTHO
WM HECKOJIBKO MPAaBWII, MPOLEAYP, IPAKTUUECKUX NPUEMOB U PYKOBOJSIIMX ITPUHLIUIIOB
B 00acTy HHMOPMAITMOHHON 0€301TaCHOCTH, KOTOPBIMU PYKOBOJICTBYETCS Y UPEKICHUE B
CBOCH JESATETbHOCTH, a TAaKKE OCHOBHBIX MPHUHIIUIIOB MOCTPOCHHMS, OPraHU3aAlMOHHBIX,
TEXHOJOTUYECKUX U MPOLETYPHBIX acleKTOB ooecnieuenus Oe3onacHoctu [1/]H.

3akoHogaTebHOM OCHOBOM Hactosimed Ilomutuku sBusitorcss KoHcTUTyIus
Poccniickont ®enepannn, I'paxxnanckuii u Tpynosoit koaekcel, PenepaibHbIA 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX AaHHBIX», DenepanbHblii 3akoH PD ot
02.05.2006 Ne 59-®3 «O mopsanke paccMOTpeHus oOpalieHuil rpaxigaHn Poy,
®enepanbHbiil 3akoH P® ot 17.07.1999 Ne 178-®3 «O rocymapCTBEHHOH colMalbHON
MMOMOIIN», 3aKOHbI, YKa3bl, IIOCTAHOBJECHUS, JPyTH€ HOPMATUBHBIE JOKYMEHTBI
NENUCTBYIOIIEro 3aKoHoAaTenbcTBa Poccuiickoit denepannu, nokymeHTel @CTIOK u ®Cb
Poccun.

Hcnonb3oBanue paHHoM IlonmuTukn B KadecTBE OCHOBBI [JIsi TOCTPOCHHS
KOMIUIEKCHOM cucTeMbl MH(MOpMaMoHHOW Oe3oracHocTu [IJIH YupexaeHus MO3BOJIUT
ONTUMHU3UPOBATH 3aTPAThl HA €€ MOCTPOCHUE.

[Ipu pazpaborke [lONUTUKK YYUTHIBAIUCH OCHOBHBIE MPUHIMIBLI  CO3/aHUS
KOMILIEKCHBIX CHUCTEM oOOecrnedeHuss O0e30MacHOCTH HH(POpMAalUU, XapaKTEPUCTHKU U
BO3MOXHOCTH OPraHU3aIl[MOHHO-TEXHUYECKUX METOJ0B M COBPEMEHHBIX ammnapaTHo-
MPOTPAMMHBIX ~ CPEACTB  3alllUTBl M TMPOTUBOJCUCTBUS  yrpo3aMm  0€30MacHOCTH
uH(popmanuu.

OcHoBHbIe MOJOXKEHUST [loMUTHKM O0a3upyrOTCSd HAa KAYECTBEHHOM OCMBICICHUU
BOIIPOCOB 0€30MacCHOCTH WH(OpPMAIMM W HE 3aTParuBarOT BOMPOCOB SKOHOMHUYECKOTO
(KOJIMUECTBEHHOI0) aHallu3a PUCKOB M OOOCHOBAHUS HEOOXOIUMBIX 3aTpaT Ha 3alllUTy
uHdopmaIuu.

3. OcHOBHbIMM oOO0bekTaMu cucTeMbl Oe3onmacHoctu II/ln B  Yupexnenue
SIBJISIIOTCSI:

- uH(GOPMALMOHHBIE PECYPCHI C OTPAaHUYEHHBIM JOCTYTOM, coaepxkariue [1/]H;

- nponeccel obpabotku [/l B HCIIAn VYupexnenus, uHHPOpMaLUOHHBIE
TEXHOJIOTHH, PETJIaMEHThI W MPOIEAYphl cOOpa, 0OpaOOTKM, XpaHEHUS W TMepeaadu
uH(opMaIuu, TepcoHaT  pa3pabOTYMKOB M  TOJB30BATENIC CUCTEMBI U €€
00CTy>KHUBAIOIINI TIEPCOHAT,

- uHopManoHHass WHPPACTPYKTypa, BKIOYAIONIAs CHUCTEMbl O0OpabOTKH W
aHanm3a WHOPMAIINK, TEXHUYECKHE U TTPOrPaMMHBIE CPEICTBA ee 00padOTKH, Meperadn
U OTOOpa)KeHUs, B TOM YKCIIEe KaHAIbl HMH()OPMAIIMOHHOTO OOMEHa U TEeIeKOMMYHUKAIIWH,
CHUCTEMBbI M CpEICTBAa 3aIMThl HH(POpMAIMu, OOBEKTHI W TOMEHICHUS, B KOTOPBIX
pacmnoJioKeHbl TEXHUUECcKue cpenctsa oopadotku [1/1H.

4. HHTepecsl 3aTparuBaeMbiX cy0beKTOB HHGPOPMAIIHOHHBIX OTHOLICHUH
CyObexTamu HHPOPMAITMOHHBIX OTHOIICHUN Mpu oOecnieuennu 6e3omacHoctu [1/1H
YupexeHus sIBISIOTCS:
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- YupexneHue, Kak COOCTBEHHUK HH()OPMAIMOHHBIX PECYPCOB;

- PYKOBOJICTBO U COTPYJHUKH YUpPEXKIIEHUS, B COOTBETCTBUH C BO3JIOKEHHBIMU Ha
HUX QYHKIUSIMH,

- (pusnyeckue nuIa, HE SABIISIONINECS COTPYAHUKAMU Y YPEKICHUS, HO UMCIOIIIMHU
C HUM OTHONIEHUS B chepe COLMATbHOMN 3alIUThl HACEICHUS.

[lepeuniciienHble CyOBEKTHl WH(MOPMAIMOHHBIX OTHOIICHU 3aMHTEpPECOBaHbI B
o0ecreyeHuu:

- CBOEBPEMEHHOTI0 JIOCTyMa K He00XoauMbIM UM [1/IH (MX HOCTyImHOCTH);

- JIOCTOBEPHOCTH (ITOJIHOTHI, TOUHOCTHU, aJICKBATHOCTH, 11eI0CTHOCTH) [1/]H;

- KoH(UICHIMAILHOCTH (coxpaHeHnus B Taiine) [1/1H;

- 3alMUTHl OT HABSI3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, UCKaKEHHBIX) [1/]H;

- pasrpaHWYCHHs] OTBETCTBEHHOCTH 3a HApYIICHUS WX TpaB (MHTEPECOB) H
YCTaHOBIICHHBIX MpaBuil oOparnienus ¢ [1/1H;

- BO3MOXKHOCTH OCYIIECTBJICHUSI HEMPEPHIBHOTO KOHTPOJIS U  yIPABJICHUS
nporieccamu o0padotku u nepegauu [1/1H;

- 3amuThl [I/IH OT HE3aKOHHOTO PACIIPOCTPAHEHUS.

4.1.1leau 321U THI

OCHOBHOM 1€NbIO, HA JIOCTUKEHHE KOTOPOW HANPABJICHBI BCE IMOJOKECHUS
Hacrosimiert [lonmuTuku, sBiseTcss 3ammra CyOBEKTOB WH(MOPMAIIMOHHBIX OTHOIIECHUN
VYupexxaeHuss 0T BO3MOKHOTO HAaHECEHUsI UM MaTepHaAIbHOTO, (U3UUECKOT0, MOPAIBHOTO
WM MHOTO yiiepOa, MOCPECTBOM CIYYalHOTO WIM NMpEeJHAMEPEHHOTO BO3JIEUCTBUS Ha
IT/TH, ux HOCUTEIH, POLIECChl 00PAOOTKH U TIEPETayuH.

VYka3zaHHasg 1e7lb JOCTUTaeTCs IOCPEICTBOM OOECIEUEeHUS U TOCTOSHHOTO
NoJiIep>KaHus clieayromux ceorcts [1J1H:

- JOCTYMHOCTH JUIsl JIETAIBHBIX MOJIb30BaTeNie (YCTOMUMBOTO (YHKIIMOHUPOBAHUS
MHQOPMAITMOHHBIX CHUCTEM  YUPEXKJEHUs, MpPU KOTOPOM TIOJIb30BATEIU HMEIOT
BO3MOXXHOCTh TOJIydeHUss HeoOxomumbix [IJ[H U pe3ynbTaroB pelieHusl 3agad  3a
MIPUEMJIEMOE JIJISl HUX BpeMsl);

- IIEJIOCTHOCTH M ayTEHTUYHOCTHU (TonTBepxaeHue aBTopctBa) [1/[H, XpaHUMBIX 1
oOpabaTbiBaeMbIX B HMH(GOPMAIIMOHHBIX CHUCTEMax YUpekKIeHUs M TepeaaBacMoil TIo
KaHaJlaM CBSI3H;

- KOH(PUIEHIMAILHOCTU - COXpaHEHUs B TaWHe ompeneneHHon dvactu [1/1H,
XpaHUMBIX, 00pabaThIBAEMbIX U MEPEIaBaEMbIX M0 KaHajlaM CBSI3H.

Heobxoaumplii ypoBEeHb JOCTYITHOCTH, IIEJIOCTHOCTH M KoHpuaAeHIManbHOCTH [1/[H
o0OecreunBaeTcsi COOTBETCTBYIOIIUMH MHOXKECTBY 3HAUMMBIX YIPO3 METOJAMH U
CpPEACTBAMH.

4.2.0cHOBHBIE 3212494 CHCTeMBbI o0ecnieueHus 6e3onacHocTu IIH

Jl1s nocTHKEHMs] OCHOBHOM 11€JIM 3alIUThI M 00ecreueHus: ykazaHHbIX cBocTB [1/]H
cucremMa oOecrieueHHs HMHOOPMAIIMOHHOKW  O€30MacHOCTH  YUPEXKJICHHS  JOJKHA
obecnieunBath 3PGHEKTUBHOE PELICHUE CICTYIONMINX 3a/1a4:

- CBOCBPEMEHHOE BBISBJICHHE, OILICHKA U TMPOTHO3WPOBAHUE HMCTOUYHHUKOB YIPO3
UH(GOPMAIIMOHHONW 0€30MaCHOCTH, MPUYMH U YCIOBHUM, CHOCOOCTBYIOUIUX HAHECEHUIO
yiiep0a 3aMHTEPECOBAHHBIM CYOBEKTaM HWH(GOPMAIMOHHBIX OTHOIICHUH, HAPYIICHHUIO
HOPMAJIBHOTO (DYHKITMOHUPOBAHUS MH(DOPMAITMOHHBIX CUCTEM Y UPEIKICHUS;
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- CO3/aHME MEXaHHW3Ma OIEepPaTHBHOTO pearupoBaHUS Ha Yrpo3bl 0€30MacHOCTH
MH(QOPMALIMU 1 HETaTUBHBIE TEH/CHIINY;

- CO3/aHHe YCJOBUU JUIsi MUHHMM3ALMW U JIOKAIM3AaLMU HAHOCUMOTO YyiiepOa
HEMPABOMEPHBIMU  JIEHCTBUSAMU (PU3UUECKHMX M IOPUIMYECKUX JIMI, OCJIa0JieHne
HEraTUBHOTO BJMSHUS M JUKBUJAIMS TOCJIEACTBUN HapylIeHHs O€30MacHOCTH
uHbOpMaIny;

- 3alIMTy OT BMEIIATENIbCTBA B Mpolecc (yHKIIMOHUPOBAHUS HH(OPMAIIMOHHBIX
CHCTEM IOCTOPOHHUX JHIl (ZOCTYN K HH(OPMAIMOHHBIM pecypcaM JOJDKHBI HUMETh
TOJILKO 3aperuCTPUPOBAHHBIC B YCTAHOBJICHHOM IOPSAKE IMOJIb30BATEINN);

- pasrpaHUYEHHE [OCTyMa TMOJb30BaTelNe K WH(GOPMALMOHHBIM, anlapaTHBIM,
IpPOrpaMMHBIM M MHBIM pecypcaMm YupexkaeHus (BO3MOXKHOCTh JOCTYNa TOJNBKO K TEM
pecypcaM U BBINIOJHEHHS TOJBKO TEX OIepaluii ¢ HHUMH, KOTOpble HEOOXOIMMBI
KOHKPETHBIM TOJIb30BATENSIM 7SI BBITTOJIHEHHUSI CBOMX CITYKEOHBIX 00S3aHHOCTEH ), TO €CTh
3alUTY OT HECAaHKLIMOHUPOBAHHOTO JOCTYTIA;

- obecrieueHue ayTeHTU(UKaLUN II0JIb30BATEIIEH, Yy4aCTBYIOIIUX B
MH(POPMALlMOHHOM OOMEHEe (IOJITBEP)KJIEHUE MOJUIMHHOCTH OTHPAaBUTENS U IMOIy4aTess
uH(popmanun);

- 3aUTY OT HECAHKIMOHUPOBAHHOW  MOIU(DHKAIMA  WCHOJIB3YEMBIX B
HHOOPMAITMOHHBIX CHUCTEMaxX YUPEXKICHHs MPOTPAMMHBIX CPEICTB, a TaKXKe 3allUuTy
CUCTEMBbI OT BHEJPEHHS HECAHKIMOHMPOBAHHBIX MPOrPaMM, BKIIOYAsl KOMIIbIOTEPHbIC
BUPYCHI;

- 3amuTy UHGOPMAIIMU OTPAHUYEHHOTO MOJIb30BAHUS OT YTE€UYKU MO TEXHUYECKUM
KaHajaM Ipu ee 00paboTKe, XpaHEHUH U Mepeiaue Mo KaHallaM CBSI3H.

4.3.0cHOBHbBIE MIyTH pelleHNs 327124 CUCTEMbI 3alUTHI

[TocTaBieHHbIE OCHOBHBIE LEIM 3aLIUTHI U PEIICHUE NMEPEYUCICHHBIX BBIIIE 3a7a4
JOCTUTAIOTCSL:

- CTPOTMM YYE€TOM BCEX MOJJIeKAIIMX 3AIIUTE PECYPCOB HH(OPMAIITMOHHBIX CUCTEM
VYupexxnenus (undopmaruu, 3aaad, JOKYMEHTOB, KaHAJIOB CBSI3U, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOYMX MECT);

- JKypHaJIMpOBaHUEM JCHCTBUIN TEpCOHAa, OCYIIECTBISIONIETO OOCTY>KUBAaHUE U
MOJU(DUKALINIO TPOTPAMMHBIX U TEXHUUECKUX CPEACTB MH(DOPMAIIMOHHBIX CUCTEM;

- TOJHOTOM, peaJlbHOM BBINOIHUMOCTbIO U HEMPOTUBOPEUMBOCTHIO TPEOOBAHMIA
OpPraHU3alUOHHO-PACHIOPSIANTENBHBIX ~ JOKYMEHTOB  YUpEXIEHUs 1O  BOIpocam
oOecrieueHuns 6€30MaCHOCTH UHPOPMAIIUH;

- MOJATOTOBKOW  JIOJDKHOCTHBIX  JIMIl  (COTPYJAHUKOB), OTBETCTBEHHBIX  3a
OpraHu3allMi0 M OCYILIECTBICHUE MPAKTUYECKUX MEPONPUATUA MO0 O00ECHeUYeHHIO
6e3omnacHoctu [1JIH 1 mpoiieccoB ux o0paboTKu;

- HaJCJICHUEM KaXKJ0T0 COTPYJHHUKA (TI0JIb30BATEIIS) MUHUMAJILHO HEOOXO0IUMBIMU
JUTS BBITIOJTHEHUS UM CBOMX (DYHKITMOHATBHBIX 00SI3aHHOCTEH MOJTHOMOYHSIMU TI0 JOCTYITY
K MH(OPMAIIMOHHBIM pecypcaMm YUpexaeHHUS,

- YETKMM 3HAaHUEM U CTPOTUM  COOJIOJIEHUEM BCEMHU  TOJb30BATEIISAMH
HH(pOPMAITMOHHBIX CHUCTEM Yupexenus TpeOOBaHMI OpraHu3aluOHHO-
pacnopsIMTeIbHBIX JOKYMEHTOB 10 BOIpocaM obecreueHus 0e30MacHOCTH HHPOPMALINH;

- TMEPCOHAIIBHOW OTBETCTBEHHOCTHIO 3a CBOM JCHCTBHS Ka)XXIOTO COTPYAHHUKA, B
paMKax CBOMX (DYHKIIMOHAJIBHBIX O0S3aHHOCTEW MMEIONIETO MOCTYI K WH()OPMAITMOHHBIM
pecypcam YupexIeHus;



- HENpPEpBhIBHBIM  MOJAECpKAHUEM  HEOOXOIMMOTO  YpOBHSA  3alUIIEHHOCTH
AJIEMEHTOB UH(POPMALIMOHHOM Cpeabl;

- IpPUMEHEHHEM (PU3MUECKUX M TEXHUUYECKUX (IPOrpaMMHO-aNapaTHbIX) CPEACTB
3aIUTBl PECYPCOB CHUCTEMBI M HENPEPHIBHOW AIMUHHMCTPATUBHOM NOMJIEPKKOW HX
WCIIOJIb30BaHUs;

- 3 dexTuBHBIM KOHTPOJIEM HaJ cOOJII0ICHUEM MOJI30BATEIISIMU
MH(POPMAILIMOHHBIX PECYPCOB TpeOOBaHUII 110 0OECTIEUeHNIO 0€301aCHOCTH UH(POpMAIIHH;

- IOpUJIMYECKOM 3alIUTOW MHTEPECOB YUPEKICHUS IPU B3aUMOJCHCTBUHU C
BHEITHUMH OpraHu3alusMu (cBsizanHOM ¢ oomeHoM [1/IH) oT mpoTUBOIIpaBHBIX AEUCTBUH,
KaK CO CTOPOHBI JTHUX OpraHu3alui, TaKk MW OT HECAHKUMOHWUPOBAHHBIX JEHCTBUHN
00CITy’KUBAIOLIET0 MEPCOHAIA U TPEThUX JIUII.

5. Ioctpoenne cucremsbl, o0ecniedenus dezonacHoctu I/In Yupexnenns, u ee
(pyHKIMOHMPOBAaHHE [0JLKHbI OCYHIECTBJIATHCH B COOTBETCTBHM CO CJEAYIOIIMMH
OCHOBHBIMH NPUHIMIIAMMU:

5.1.3akoHHOCTH

[Ipeamnonaraer oCyIIeCTBICHUE 3AIIUTHBIX MEPOINPUSTUN U Ppa3pabOTKy CHUCTEMBbI
6e3onacHoctu [1JIH YupexaeHus: B COOTBETCTBUH C ACHCTBYIOIIMM 3aKOHOIATEILCTBOM B
obnactu 3amutel [IJ][H, a Takxke APyrux 3aKOHOAATEIBHBIX aKTOB MO 0€30MacHOCTH
uHpopmaruu P®, ¢ npumMeHeHHEM BCeX JO3BOJIEHHBIX METOJIOB OOHApYKEHHUS U
npeceueHus npaBoHapymenuit npu padore ¢ I1J[xH. [lpunsteie mepsl 0e3onacHoctu [1/1x
HE€  JIOJDKHBl  TPEMSITCTBOBATH  JIOCTYNYy  MPABOOXPAHUTENIBHBIX  OPraHoB B
MPETyCMOTPEHHBIX 3aKOHOJATEILCTBOM CITydasX.

Bce nonw3zoBatenu UCII{H 10KHBI UMETh MPE/ICTaBICHUE 00 OTBETCTBEHHOCTH 32
npaBoHapyIeHus: B obmactu oopadborku [1/1H.

5.2.CucreMHOCTH

CucTeMHBIN MOAXO0 K HIOCTPOEHUIO CUCTEMBI 3aIIUTHI HHPOPMALUU B YUpeKICHUE
IIPEAIOIAraeT y4yeT BCeX B3aMMOCBA3AaHHBIX, B3aUMOJCHCTBYIOIIUX U U3MEHAIOIIMXCS BO
BPEMEHHM 3JIEMEHTOB, YCIOBUNH M (DAKTOPOB, 3HAYMMBIX JUIsl MOHUMAaHHUS W PELICHUS
pobieMsl ooecrieueHus 6e3onacHoctu I1/]H.

[Ipn co3maHuu cUCTEMBbl 3alUTHI JTOJKHBI YYUTBHIBAThCSA BCe ciaOble U Hambosee
ys3BuMble Mecta MCII/IH, a Takke XapakTep, BO3MOXHbIE 0OBEKThI U HAIPABJICHUS aTak
HA HEE CO CTOPOHBI HAPYILIUTEIICH.

Cucrema 3aluThl 10KHA CTPOUTHCS C YUETOM HE TOJIBKO BCEX M3BECTHBIX KAHAJIOB
MPOHUKHOBEHUSI U HECAHKIMOHUPOBAHHOIO JIOCTyNa K HMH(OpMAIMK, HO U C y4ETOM
BO3MO>KHOCTH MOSIBJICHHSI HOBBIX MyTEW peann3aluu yrpo3 6€30MacHOCTH.

5.3. KoMIjIeKCHOCTH

KomrutekcHOe MCT0JIb30BaHHE METOJ0B M CPEJICTB 3alTUThl KOMITBIOTEPHBIX CHCTEM
MpeoaracT CorIaCOBaHHOE TPHUMEHCHHE Pa3HOPOIHBIX CPEICTB IPU ITOCTPOCHUHU
IIEJIOCTHOM CHCTEMBI 3alllUThI, MIEPEKPHIBAIOIICH BCE CYIIECTBCHHBIC (3HAUMMBIE) KaHAJIbI
peanu3anMd yrpo3 W HE CcoJepKamed caadblx MeCT Ha CTBIKax OTACIbHBIX €€
KOMITOHEHTOB. 3aIuTa JOJDKHA CTPOUTHCS SIICJIOHMPOBAHO. BHENTHSSA 3ammTa T0JDKHA
oOecrieuynBaThCsl PU3NUESCKUMH CPEJICTBAMH, OPTraHU3alIMOHHBIMU U TIPABOBBIMH MEPaAMH.



5.4.HenpepbIBHOCTH 3aIIUThHI

Obecneuenune Oe3omacHoctu [I/[H - mpouecc, OCyIIECTBISIEMBbI PYKOBOJCTBOM
VYupexneHus, OTBETCTBEHHbIMU 3a opraHu3anuio oopadotku II/IH u coTpynHuKamMu Beex
YpPOBHEW. OTO HE TOJBKO M HE CTOJIBKO IIPOLEAypa WM IIOJIUTHKA, KOTOpas
OCYULIECTBIISIETCS B OIIPEAEIICHHBIN OTPE30K BPEMEHHU WJIM COBOKYITHOCTB CPEICTB 3aLIUTHI,
CKOJIBKO TPOLECC, KOTOPBIM JOJDKEH IIOCTOSIHHO HMATH Ha BCEX YPOBHAX BHYTPH
VupexxaeHuss M KaxXIblid COTPYOHUK JOJDKEH MPUHUMATh Y4YacTUE B 3TOM IPOILIECCE.
JlesiTenbHOCTh MO 00ecredeHnI0 MH(GOPMALMOHHONW 0€30MacHOCTH SIBISIETCS COCTABHOM
YacThIO MOBCEJAHEBHON JNeATeNbHOCTH YupexzaeHus. U ee 3pPeKTUBHOCTh 3aBHCUT OT
y4acTusi PyKOBOJCTBA YUpeXKICHHs B oOecrieueHnH HH(OPMAIMOHHONW O0€30MacHOCTH
I11H.

Kpome Toro, pu3andyeckuM M TEXHUUYECKUM CPEACTBAM 3aIIUTHI IS 3P PEKTUBHOTO
BBIIIOJIHEHHUSI ~ CBOMX  (PYHKIMH  HEOOXoauMa  MOCTOSIHHAs  OpraHU3alMOHHAas
(amMUHUCTpaTUBHAsA) MOAJEPKKA (CBOEBpEMEHHasi CMEHa U 00ecleyeHUe MPaBUIBHOTO
XpaHEHUs M MPUMEHEHHs HMEH, MapoJied, IEpeorpeeeHUe IOJIHOMOYUN U T.I1.).
[lepepriBbl B paboTe CPEACTB 3aLIUTHl MOTYT OBITH HCIIOJIB30BAHBI 3JI0YMBIIIJICHHUKAMU
JUISL AaHAJIU3a MPUMEHSIEMBIX METOJOB U CPEICTB 3alUTHI, I BHEAPECHUS CIIEHUAIbHBIX
IIPOTrPaMMHBIX U allllapaTHBIX "3aKiIaJoK" U APYTHX CPEACTB IPEOJOJICHUS 3aIHTHI.

5.5. CBOeBpEeMEHHOCTh

[Ipennonaraer ynpexaaromuii xapakrep Mep obecneduenus: 6ezonacHoctu [1/1H, TO
€CTh MOCTAHOBKY 3a/1au N0 KomruiekcHou 3ammre [1/[H u peanuzanuio Mep oOecrieueHus
6e3onacHoctu [1/IH Ha paHHUX cTagUsAX pa3pabOTKU MH(DOPMAITMOHHBIX CUCTEM B LIEIOM U
UX CHCTEM 3alIUThl, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUTHl AOKHA BECTHUCHh MapajulesIbHO C pa3pabdOTKOW H
pa3BUTHEM CaMUX 3allMIIAeMbIX HHPOPMALMOHHBIX CHUCTEM. OJTO TO3BOJMUT YYECTb
TpeOoBaHUsI 0€30MaCHOCTU MPHU NMPOECKTUPOBAHUM APXUTEKTYpbl U, B KOHEYHOM CUETE,
co3naTh OoJiee 3 PexTuBHBIE (KaK MO 3aTpaTaM PeCcypcoB, TaK U MO CTOMKOCTH) CUCTEMBI,
oOJaarolye 10CTaTOYHbBIM YPOBHEM 3aIIUIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHHE

[Ipennosiaraer MOCTOSIHHOE COBEPIIEHCTBOBAHUE Mep U cpeAcTB 3amuThl [IJIH Ha
OCHOBE IMPEEMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHUYECKUX PEHICHUH, KaJIpOBOIrO
coctaBa, aHaym3a (pynkiuonupoBanuss UCIIAH YupexaeHus U CUCTEMBbI UX 3alllUTHI C
y4eTOM M3MEHEHUN B METOJIaX M CpEeJCTBaxX IepexBara WH(OpMaiu, HOPMATUBHBIX
TpeOOBaHMUM MO 3allUTEe, JOCTUTHYTOTO OTEYECTBEHHOTO M 3apyOEHOTO OIbITa B 3TOU
oOnacTu.

5.7.Pa3zymMHasi 10CTATOYHOCTH (AKOHOMHUYECKAS 11€J1eCO00PA3ZHOCTD)

[Ipeamonaraer cOOTBETCTBUE YPOBHS 3aTpar Ha oOecriedyeHue OezomacHoctu [1/1x
LEHHOCTH HWH(POPMAIIMOHHBIX PECYPCOB U BEJIMYMHE BO3MOXHOrO yiiepda oOT Hux
pasriamieHusi, yTpaTbl, YTEUYKHU, YHUUTOKEHUS M UCKaxeHus. Vcmoiib3yemble Mephl U
cpeacTBa obecneueHrs 6€30MacHOCTH MH(POPMAIIMOHHBIX PECYPCOB HE JTOJIKHBI 3aMETHO
YXYIIIaTh 3PrOHOMUYECKHE mMoka3aTenn padoTel kommoHeHTOB WCII[IH YupexneHus.
Wznumane mepsl 0€30MacHOCTH, TOMUMO YKOHOMUYECKOW HEI()(PEKTUBHOCTH, TPUBOIAT
K YTOMJIEHUIO U Pa3ApakKeHUIO IEPCOHAIA.



Co3marth  aOCOJIOTHO HENPEOJOJUMYI0 CHCTEMY 3allUThl  HPUHIMITHATBHO
HeBo3MOXkHO. [loka T1JIH HaxonsTCs B OOpallleHUH, MPUHUMAEMbIE MEPhl MOTYT TOJIBKO
CHHM3HTh BEPOSATHOCTh HETATHBHBIX BO3JICHCTBUI WM YIIIEPO OT HUX, HO HE UCKIFOYUTH UX
HOJHOCTBIO. [IpH 1OCTAaTOYHOM KOJIMYECTBE BPEMEHHU W CPEICTB BO3MOXKHO MPEOJIOJIETh
ar00yro 3amuty. Ilo3TOMy HMMEET CMBICH paccMaTpuBaTh HEKOTOPBIH MPHEMIICMBbIH
YPOBEHb oOOecrieueHus: 0e30MmacHOCTH. BbIcOKOA(h(GeKTUBHAS CHCTEMa 3alllMThl CTOMT
JIOPOro, UCIOJNB3YeT MPH padoTe CYMIECTBEHHYIO YacTh PECYPCOB M MOXKET CO37aBaTh
OIIyTHMBIC JIOMOJHUTEIIBHBIE HEYJ00CTBA IMOJIb30BaTEIsIM. BakHO TPaBWIIBHO BHIOpATh
TOT JOCTATOYHBIA YPOBEHb 3alTUTHI, IIPH KOTOPOM 3aTpaThl, pUCK U pa3Mep BO3MOKHOTO
ymiep6a ObLTH OBl TPHEMIICMBIMU.

5.8. IlepcoHanbHasi OTBETCTBEHHOCTD

[Ipennonaraer Bo310KeHUE OTBETCTBEHHOCTHU 3a obecrnieueHue 6ezomacHoctu [1/1H
U CUCTEMBI UX O0pabOTKM Ha KaXKJIOTO COTPYJIHHKA B MpeJesax ero nojiHomouuid. B
COOTBETCTBUM C 3THM TMPUHIIMIIOM paclpeiesieHue MpaB U 00s3aHHOCTEH COTPYIHHKOB
CTPOUTCS TakuM 00pa3oM, 4yTOOBI B cllydae JIOOOTO HapyIIEHHUS KPYyr BUHOBHUKOB OBLI
YETKO M3BECTEH WIH CBEJEH K MUHUMYMY.

5.9. MunuMu3anus MoJTHOMOYMMA

O3HauaeT TPENOCTaBICHUE TIOJB30BATENIIM MHHHMAIBHBIX TIpaB JOCTyNla B
COOTBETCTBUM CO  CHOykeOHOM HeoOxomumocThio. Jloctym k II[lH  gomxkeH
MIPEIOCTABIIATHCS TOJIBKO B TOM CIydae U 00beMe, €ClIi 3TO HEOOXOIUMO COTPYIHHUKY IS
BBITTOJTHEHHUS €0 JOJDKHOCTHBIX 00sS3aHHOCTEH.

5.10. Uckarouenne KOH(PINKTA MHTEPecOB (pa3ejieHue PyHKIMIA)

OddektuBHass  cucrema  obecnieyeHHs — MHPOPMALMOHHOM  0O€30MacHOCTH
IpeJoiaraeT 4YeTKoe pas/iesieHne 00s13aHHOCTENH COTPYAHUKOB U UCKIIIOUEHUE CUTYalUH,
Korja cdepa OTBETCTBEHHOCTH COTPYAHHKOB JomMyckaeT KOHGMIUKT uHTepecoB. Cdepsl
NOTEHUHUAIbHBIX KOH(MIUKTOB JIOJKHBI BBISBISTHCS, MUHUMHU3UPOBATHCA, M HAXOJUTCS
II0JI CTPOTMM HE3aBHCHMBIM KOHTpOJIEM. Peanuszanus JaHHOTO NMPUHLMIA MIPEANOaraer,
YTO HE OJJUH COTPYAHMK HE JOJDKEH UMETh MIOJHOMOYMM, O3BOJISIOIINX EMY €UHOINYHO
OCYLIECTBJISATh  BBINOJHEHUE KPUTHYHBIX onepauuid. HazaeneHne  COTpyAHHKOB
MOJIHOMOYMSIMHU, TOPOXKJIAIOIMUMHA KOH(JIMKT HWHTEPECOB, JTAaeT €My BO3MOXXHOCTb
MO/ATACOBBIBATh MH(OPMAIUIO B KOPBICTHBIX LEISIX WM C TEM, YTOOBI CKPBITh IPOOIEMBI
WM TIOHECEHHbIe YOBITKHM. [l CHmKeHus pucka maHunyiaupoBanusi [IJIH u pucka
XUIICHUS, TaKhe MOJHOMOYHUS JOJKHBI B MAaKCHUMalbHO BO3MOXXHOW CTENEHH OBITh
pazziesieHbl MEXIy pPa3Iu4YHbIMU COTPYJHUKAMHU WM TOAPA3JIECICHUSMU Y UpPEKICHUS.
Heobxoaumo mpoBOAUTH MEPUOJUYECKHE TMPOBEPKH OO0sA3aHHOCTEH, QYHKUUN U
NEeSATEIBHOCTH COTPYJIHUKOB, BBIMOIHIIOMUX KIIOYEBbIE (DYHKLIHUU, C TEM, YTOObI OHU HE
MMEIN BO3MOXXHOCTH CKPBIBATh COBEPLICHHE HEIMPABOMEPHBIX aeucTBui. Kpome Ttoro,
HEOOXOUMO TPUHUMATh CHEIHAIbHbIE MEphl 10 HEAOMYIIEHUI0 CroBOpa MEXIy
COTPYIHHKaMHU.

5.11. B3aumojeiicTBHE H COTPYAHUYECTBO



[Ipeamonaraer co3naHue ONATONMPHUITHONW aTMOC(EPHl B KOJUIEKTUBE YUPEIKICHHUSI.
B Takoii 0OCTaHOBKE COTPYJHHMKH JOJDKHBI OCO3HAaHHO COONIOATh YCTaHOBIICHHBIC
MpaBuUJIa U OKa3bIBaTh COACHCTBHE ACATEIFHOCTH OTBETCTBEHHOTO 32 00paboTky [1/1H.

PykoBoacTBO VYupekIeHHss HEceT OTBETCTBEHHOCTb 3a CTPOroe coOroieHue
ITUYECKAX HOPM U CTaHIAPTOB MPOQPECCHOHANBHON JCSTEIbHOCTH, MOMYCPKUBAIOIICH H
JAEMOHCTPUPYIOIICH  TMEpCOHaTy Ha  BCEX  YPOBHAX  BAXHOCTh  OOECHCUCHHS
nH(pOpMallMOHHON Oe3omacHOCTH YupexaeHus. Bee coTpyaHuku YupexaeHus JOMKHbBI
NOHUMATh CBOIO POJNIb B Iporecce oOecrmedeHus: MH(POPMALMOHHON OE€30MacHOCTH H
NpUHUMATh ydacTHe B OSTOM Tpormecce. HecMoTps Ha TO, YTO BBICOKas KyJIbTypa
obecrieueHrnss WHGOPMAIMOHHONW OE30MAaCHOCTH HE TapaHTUPYET AaBTOMATHUYECKOTO
JTOCTIKCHHUS IIeTIel, €€ OTCYTCTBHE CO37aeT OOJbIIe BO3MOXXHOCTEH il HapyIICHUS
0€30MacHOCTH WM HEe OOHApYX EHUS (PaKTOB €€ HAPYIICHHS.

5.12. I'n0KoCcTh CHCTEMBI 3ALIUTHI

Cuctema obecneueHrss HHGOPMAIMOHHON 0€30MMacHOCTH O KHA OBITh CIOCOOHA
pearupoBaTh Ha U3MEHEHHS BHEITHEW CPe/Ibl M YCIOBUH OCYIIECTBICHHUS YUpEKICHUEM
CBOCH JIeATENIbHOCTH. B 4HMCI0 TaKuX N3MEHEHUN BXOIST:

- W3MCHCHUS OPTaHM3alMOHHOM U IITATHOM CTPYKTYPhI Y UpEKICHHUS,

- W3MEHEHWE CYIECTBYIONIMX WJIM BHEAPCHHE TMPUHIUIIAAILHO  HOBBIX

MH()OPMAIIMOHHBIX CUCTEM;

- HOBBIC TEXHHUYECKHE CPEJICTBA.

CBOMCTBO THOKOCTH CHCTEMBI oOOecrieueHus WHOOPMAIMOHHOW 0€30MacHOCTH
n30aBIIIET B TaKUX CHUTYalUSIX OT HEOOXOMUMOCTH TPHHATHS KapAWHAIBHBIX MEpP I10
MOJIHOM 3aMEHE CpEJCTB W METOJOB 3allUThl Ha HOBBIC, YTO CHIDKACT €€ OOIIyro
CTOUMOCT.

5.13. OTKpHITOCTH AJTOPUTMOB U MEXAHU3MOB 3alI[UTHI

CyTb IPUHITUTIA OTKPHITOCTH AJITOPUTMOB W MEXAHU3MOB 3aIlIUTHI COCTOUT B TOM,
YTO 3alIuTa HE JIOJDKHA O0ECIeYMBATHCS TOJNBKO 3a CUET CEKPETHOCTH CTPYKTYPHOU
OpraHu3allid W AJITOPUTMOB (PYHKIIMOHUPOBAHUS €€ TOJCHCTEM. 3HAHUE AJTOPUTMOB
paboThl CHUCTEMBI 3alMTHl HE JOJKHO JaBaTh BO3MOKHOCTU €€ MPEOJIOJeHUs (Iaxe
aBTOpam). JTO, OJHAKO, HE O3HA4YaeT, yTo MH(opMaIus 00 UCIOJIB3YEeMbIX CHCTEMaX U
MEXaHU3Max 3alllUThI I0JKHA OBITH OOIIETOCTYITHA.

5.14. TIpocToTa NpUMeHeHNsI CPEeICTB 3aANTHI

MexaHu3Mbl 1 METOJIbI 3aIUThI TOJKHBI OBITh HUHTYUTUBHO MOHSITHBI U MPOCTHI B
ucnojap30BaHuu. [IpuMeHeHre cpecTB U METOAOB 3aIUTHl HE JIOJDKHO OBITh CBSI3aHO CO
3HAHUEM CHEIUAJIbHBIX S3BIKOB WJIM C BBIIIOJHEHUEM JIEUCTBUM, TpeOyromux
3HAYUTETBHBIX JIOTIOJTHUTEJIHbHBIX Tpyao3aTpar npu 0OBIYHOM pabore
3apEruCTPUPOBAHHBIX MOJIb30BATENEH, @ TaKKe HE JOJDKHO TpeOOBaTh OT MOJIb30BaTENs
BBITIOJTHEHUS PYTUHHBIX MAJIOTIOHSITHBIX €My OTepaIuu.

5.15. O00CHOBAaHHOCTH M TEXHMYECKASl Peain3yeMoCTh

HNudpopmalinoHHbIe TEXHOJIOTHH, TEXHUYECKHE U IPOrPaMMHBIE CPEICTBA, CPEACTBA
u Mepsbl 3amuThl [1/IH 10omKHBI OBITH peann3oBaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAayKd M TEXHUKH, OOOCHOBaHbl C TOYKH 3PEHHUS JOCTWKEHHUS 33JaHHOTO YPOBHS



0e301macHOCTH I/IH(bOpMaHI/II/I A SKOHOMMYECKOM I_IGJIGCOO6p8,3HOCTI/I, a TaKXKC OOJIDKHBI
COOTBCTCTBOBAThb YCTAHOBJICHHBIM HOPMAaM U TpC6OBaHI/I$IM 110 0€30ITaCHOCTH HI[H

5.16. Cneunajau3anus v npodeccuoHaIn3M

[Tpenmnonaraer npuBieYeHUE K pa3padOTKE CPEACTB M PEaqu3aldd MEp 3allUThI
[T/IH cnenuanu3upoOBaHHBIX OpPraHM3alMN, HauboJee MOArOTOBJIEHHBIX K KOHKPETHOMY
BUIY JCSATENbHOCTH MO OOecleyeHno Oe30MacHOCTH HH(POPMAIIMOHHBIX pPECYpPCOB,
MMEIOIIMX ONBIT MPaKTUYECKOM pabOThl M TOCYJApPCTBEHHYIO JIMUEH3HIO Ha IPABO
OKa3aHUs yCIIyT B 3TOW obOnacTu. Peanuzanus aAMHUHUCTPATUBHBIX MEP M IKCIUTyaTaIlHsI
CPEICTB 3allUThl JOJKHA OCYIIECTBISATHCA NPOGECCHOHATBHO MOJATOTOBICHHBIMU
CTieMaIuCcTaMu Y UpekieHrs (OTBETCTBEHHBIX 3a opraHu3aiuio oopadorku [1/1H).

5.17. O6s3aTeILHOCTH KOHTPOJIA

[Tpenmonaraer 00s3aTENIBHOCTh M CBOEBPEMEHHOCTH BBISBICHUS M IPECEUECHMS
NOMBITOK HAapyLIEHHWs] YCTaHOBJIEHHBIX NpaBuil, obecriedeHust Oe3omacHoctu II/[H, Ha
OCHOBE HCIIOJIB3YEMBIX CHUCTEM M CpeAcTB 3amuthl [IJ[H, mpu coBepHIEHCTBOBAaHUU
KPUTEPUEB U METOJOB OLIEHKU 3(P(HEKTUBHOCTH 3TUX CUCTEM U CPE/CTB.

KoHTpounb 3a 1e4TeIbHOCThIO JIF000T0 MOIb30BaTENs, KaXKI0T0 CPEACTBA 3aLUTHI U
B OTHOLIEHHUH JIFOOOT0 00BEKTA 3alIUThI JOKEH OCYHIECTBIATHCS HA OCHOBE MPUMEHEHMUS
CPEICTB ONEPaTUBHOTO KOHTPOJS M PErUCTpalliM U JOJDKEH OXBaThbIBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHbBIE AEHCTBUS MOJIb30BATENCH.

Kpowme Toro, agdpektrBHas cucteMa odecrieueHus: UHHOPMAIIMOHHON 0€3011aCHOCTH
TpeOyeT Haluuus aJeKBaTHOM M BCeoObEMITIONIEH MHPOpPMalUUU O TEKYIEM COCTOSHUU
MPOLIECCOB, CBSI3AHHBIX C JBWKEHWEM MHPOPMalUM U CBEAEHUH O COOJIIOJIEHUN
YCTAaHOBJICHHBIX HOPMATHBHBIX TpPeOOBaHUM, a TAKXKE JTOMOJHUTEIbHOW HHGOpPMALINH,
MMEIOIIEH OTHOIICHHE K MPUHATUIO pemieHuid. MHpopManusa nomkHa ObITh HAJEKHOM,
CBOEBPEMEHHOM, TOCTYITHON U MPaBMWILHO 0(OPMIICHHOM.

Henocrarku cucteMsl o0ecrieueHus: UHPOPMaAIMOHHOM 0€301MaCHOCTH, BBISIBIICHHBIC
COTPpYIHHMKaMU YUpEXJIEHUs JIOJDKHBI HEMEUICHHO JOBOJIWUTHCS J10  CBEIEHUS
PYKOBOJIHTENS YUPEXKACHUS U ONEPATUBHO YCTPaHAThCA. BONpOChl, KOTOpBIE KaXyTcs
HE3HAYNUTEIbHBIMH, KOTJa OTIEIbHBIE MPOLIECCHl PACCMATPUBAOTCS M30JIMPOBAHHO, MPU
PAaCCMOTPEHHH MX HapsAly C IPYTMMHU AaclleKTaMHM MOTYT YKa3aTbh Ha OTpULATEIbHBIC
TEHJEHUMHU, TPO3SIIUE MepepacTd B KPYIHbIE HEJOCTATKH, €CIM OHHM He OyayT
CBOEBPEMEHHO YCTPaHEHBHI.

6. Mepbl o0ecieueHust UHPOPMALMOHHOI 0€30MIACHOCTH

Bce mepsl odecnieuenus 6e3onacHocty UCITIn Yupexnenus noapa3aesnstorcs Ha:

6.1. 3akoHonaTenbHbIE (IPABOBbIE) MEPbI 3AIIUTHI

K mpaBoBBIM MepaMm 3amuThl OTHOCATCS ACHCTBYIONINE B CTpaHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE aKThl, periiaMeHTHpYIoIIe npaBuia odpamenus ¢ [1JIH, 3akperuisroniye
npaBa M OOS3aHHOCTM YYaCTHUKOB HMH(OPMAIIMOHHBIX OTHOIIEHWH B TpPOIECCe HX
0o0paOOTKM UM WCIIOJIb30BAHMSA, a TaKKe YCTaHABJIMBAIOIINE OTBETCTBEHHOCTh 3a
HapylieHus 3Tux npasuil. [IpaBoBble Mephl 3aIIUTHI HOCSIT B OCHOBHOM YIPEXAAIOIINH,
npoUIaKTUYECKU XapakTep M TPeOyIOT TMOCTOSIHHOM pa3bsSCHUTENBHON paboThl C
MoJIb30BaTesIMHU U 00cmy>kuBaromuM nepconanom UCIIn Yupexaenus.
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6.2. MopajbHO-3THYECKHE MePbI 3aAIIUThI

K MoOpambHO-3THYECKHMM MepaM OTHOCSTCS HOPMBI TOBEICHHS, KOTOpHIC
TPAIUIIMOHHO  CIOXKWJINCh WM  CKJIQABIBAIOTCA 1O  MeEpe  paclpOCTpaHEHUS
UH(OPMAIIMOHHBIX TEXHOJIOTHI B 00IIecTBE. DTH HOPMBI OOJIbIIEH YACThIO HE SBIISIOTCS
00s13aTeTbHBIMH, KaK 3aKOHOJIATEIPHO YTBEPXKJICHHBIC HOPMATHBHBIC aKThI, OJJHAKO, UX
HECOOJTIOICHNE MOJKET MPUBECTH K IMAJCHUIO0 aBTOPUTETA, MPECTHXKA YEIIOBEKA, TPYIIIHI
TUI] WU YUpEeKIeHUS B 11eJI0M. MOpaibHO-ITUYECKHE HOPMBI OBIBAIOT KaK HEMHUCAHBIC,
TaK W THCaHbIE, TO €CTh O(OpPMIICHHBIE B HEKOTOPHIH CBOA (YyCTaB) MpaBU WA
npeanucannii. MopalbHO-ITHYECKUE MEPBI 3alUThI SBIAIOTCS TPOGUIAKTHUYCCKUMHU H
TpeOyIOT TOCTOSHHOW paboThl MO CO3JAaHUI0 3J0POBOTO MOpPAIbHOTO KIMMaTa B
KOJJICKTHBE.

6.3. TexHoJIOTHYeCKHE MePbI 3AIUTHI

K nmanHOMY BUIY M€p 3aIlUThl OTHOCSITCS] Pa3HOTO POJia TEXHOJIOTUYECKUE PELICHUS
U TpUEMbl, OCHOBAHHBIE HAa HCIIOJIB30BAHUM HEKOTOPBIX BUAOB H30BITOYHOCTH
(cTtpykTypHOH, GYHKUHOHAIBHOW, WHMOOPMAIMOHHOW, BpPEeMEHHOM © T.OI.) H
HAIPaBJICHHbIE HAa YMEHBILIEHUE BO3MOXKHOCTU COBEPIIEHHUS COTPYAHUKAMHU OMIMOOK U
HAPYIICHUI B paMKaXx MPEJIOCTABICHHBIX UM TIPaB U TTOJTHOMOYHH.

6.4. Opranu3anuoHHble (A AMUHUCTPATHBHbBIE) MePbI 3aIIIUTHI

OpraHu3arnuoHHple  (aAMUHUCTPATUBHBIC) MEPBI  3aIUTBl - OTO  MEpHI
OpPraHU3aIMOHHOTO XapaKTepa, pErJaMEHTUPYIOIUE TMpoIrecchl (YHKIIMOHUPOBAHUS
cuctembl 00paboTku [1/]H, ucTONIb30BaHKE €€ PECYPCOB, ACATEILHOCTh 0OCTY>KUBAIOIIETO
nMepcoHana, a TakkKe TMOPSAOK B3aMMOJCHCTBHUS TONH30BATENE C CHUCTEMOW TaKuUM
oOpa3oM, 4TOOBI B HAWOOJBINEH CTEMEHW 3aTPYOHUTh WM HCKIIOYUTH BO3MOXKHOCTH
peanuzanuu yrpo3 0€30MacHOCTH WIIM CHU3UTH pa3Mep MOTEPh B ClIydae UX peasn3alliu.

6.5. @opmupoBaHue NOJUTHKH 0€30MACHOCTH

['maBHasgs uUenb aJIMUHUCTPATUBHBIX MEpP, MPEINPUHUMAEMBIX Ha BBICIIEM
VOPaBJICHUYECKOM YpOBHE - c(opMupoBaTh TOJUTUKY B 00JacTH oOecTeueHHUs
oczomacHoctn [IJIH (oTpaxkaromryro monxoasl k 3amure IIJIH) m oOecneuuTs ee
BBITIOJIHEHHE, BBIJICIISISI HEOOXOIMMBIE PECYPChl U KOHTPOJIUPYSI COCTOSIHUE JCII.

C npakTU4ecKOl TOYKHU 3pEHHs MOJUTHUKY B 0OnacTH obecreueHus 0e30MacHOCTU
[IIn B YupexneHnue 1eecooOpa3Ho pa3duTh Ha JBa ypoBHA. K BepxHeMy YypOBHIO
OTHOCSITCSI pEIlIEHUs] PYKOBOJICTBA, 3aTPAaruBarolInue ACSITEILHOCTh YUPEKICHUS B LIEJIOM.
[TonuTrka BepXHEro YpOBHS IO KHA YETKO OYEPTUTH C(hepy BIUSHUS U OTPAHUYCHUS MPU
onpeneneHun  ueneil  6ezomacHocty  [I/IH, ompenenuTs  KakMMH  pecypcamMu
(MaTepuanbHble, CTPYKTYpPHBIE, OpPraHU3AIlMOHHBIE) OHU OYAYT JAOCTUTHYTHI, U HaWTH
pa3yMHBI  KOMIIPOMHUCC  MEXIy  IpUEMJIEMbIM  YpOBHEM  0O€30MacHOCTH U
(GYHKIIMOHATIBHOCTHIO.

[TonuTuka HUXKHErO YpPOBHS, ONpENENseT MpOLEAYyphl, W MpaBuia JIOCTUKECHHS
nejel u pemeHus 3amad OezomacHoctd [I/lH w getanmusupyeTr (periaMeHTHPYET) JTH
MpaBuiIa:

- KaKOBBI POJIM U OOS3aHHOCTH JOJKHOCTHBIX JIUIl, OTBEUAIOIINE 33 MPOBEICHUE
noauTuKu 6e3onacuoctu I1/1H;,

- KTO uMeeT mnpasa goctyna K I[J[H, KTo 1 npu Kakux yCIOBHSX MOYKET YUTATh U
moauduimposats [1J[a u T.1.
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- IlonuTHKa HUKHETO YPOBHS TOJKHA!

- MpeAyCcMaTpuBaTh PErJIaMeHT WH()OPMAIMOHHBIX OTHOUIEHUH, HCKIIOYAIOUIUX
BO3MOKHOCTh MPOMU3BOJIBHBIX, MOHOIOJBHBIX WJIM HECAHKIMOHMPOBAHHBIX JEHCTBUN B
OTHOIIIEHUU UH(POPMAITMOHHBIX PECYPCOB;

- ONpPENEesATh KOATUIMOHHBIE U MEPAPXUUYECKAE TPHHIIUIBI U METObI PA3ACICHUS
CEKpPETOB M pa3rpaHuueHus gocrymna kK [1/1H;

- BBIOMpaTh MPOrpPaMMHO-TEXHUYECKHUE (ammapaTHbIe) CPeCTBA MPOTUBOICHCTBHUS
HCJl, ayrentuduxamum, aBTOpU3alLUU, WJISHTUUKALIMKA © APYTUX  3aIIUTHBIX
MEXaHU3MOB, OOECNEUYMBAIOIINX TapaHTHH peATM3alli 1paB U OTBETCTBEHHOCTHU
CyOBEKTOB MH(POPMAIIIOHHBIX OTHOIIIEHUH.

6.6. PersiameHTamusi 10CTyna B NoMelleHust

Komnonentet UCII[IH VYupexaeHuss IOOJDKHBI pa3sMEIIaTbCcsl B IMOMELICHHUSX,
HaxXOJIAIIMXCS TOJ] OXpPaHOW WIM HaONIOJACHUEM, HCKIIOYAIONUM BO3MOKHOCTD
OECKOHTPOJIBHOTO MPOHUKHOBEHHUS B MOMEIIEHUS TTOCTOPOHHUX JIUIl U 00€CTIeUUBAIOITIM
(U3MYECKYI0 COXPAaHHOCTh HAXONAIIMXCS B TOMENICHUH 3alllMIAEMBIX PECypcoB
(moxymentoB, APM u T.n.). YOopka Takux MNOMEHICHUN JODKHA NPOU3BOJIUTHCS B
IPUCYTCTBUM OTBETCTBEHHOI'O COTPYAHMKA, 32 KOTOPBIM 3aKpEIUICHbl JIaHHBIE
KOMIIOHEHTBI, C COOJIOJICHUEM Mep, HCKIIOYAIOIIMX JOCTYN IOCTOPOHHUX JHUI[ K
3alMIaeMbIM HH()OPMAIIMOHHBIM pPeCypcam.

Bce mnocTtopoHHMe JMma JOMYyCKalOTCA B MNOMEMICHUS C KOMIIOHEHTaMU
MH(POPMAITMOHHOM CUCTEMBI TOJIBKO B MPUCYTCTBUM COTPYAHUKOB Y UPEIKICHMUS.

[To okoHUYaHUM paboyvero JIHs, MOMENIEHUS, B KOTOPBIX pa3MEeIIaOTCsl KOMITIOHEHTHI
NCIIIn Yupexaenus, JOJKHBI 3alMPATHCS HA KJIHOY, [0 BO3MOYKHOCTH ONEYaThIBATHCA.

B cnydae ocHaieHus MOMEIICHUN CPEACTBAMU OXPAHHOW CUTHAJM3ALMM, 4 TAKKE
ABTOMATHU3UPOBAHHOM CHUCTEMOM NPUEMAa U PErUCTPALlMM CUTHAJIOB OT 3TUX CPEICTB,
[IpUEM-Claya TAKUX MIOMELIEHHUM IO OXPAaHy OCYIIECTBIISIETCA HA OCHOBAHUHU CIIELIMATIBHO
pa3zpabaThiBaEMOW MHCTPYKIIUU.

6.7. PeramameHTaums JAOIYCKA COTPYAHUKOB K HCIO0JIb30BAHUIO
UH(}OPMALMOHHBIX PECypPCcoOB

B pamkax paspemuTenbHOl cucTeMbl (MAaTpUIlbl) TOCTyNA YCTaHaBIMBAETCS: KTO,
KOMY, KaKyr0 MHQOpMaLMIO U Uil KaKOTO BHJA JOCTYNa MOXET MPEJOCTaBUTh U MpHU
KaKHUX YCJIOBUSIX.

Jomyck nonb3oBateneit k padore ¢ UCITJIH YupexaeHus u A0CTyn K UX pecypcam
JOJIKEH OBITh CTPOro periameHTUpoBaH. JIoOble M3MEHEHMs] cocTaBa M TOJHOMOYMUN
MTOJIb30BATENEN NOJICUCTEM JOJIKHBI TPOU3BONUTHCS YCTAHOBIEHHBIM MOPSIAKOM.

YpoBEHb MOJHOMOYMHI KaXIOTO IOJIb30BATENSI OINPENEHSAETCd WHIWBUAYAIBHO,
co0uoast ciaeayronie TpeboBaHus:

- KaXIbIM COTPYIHMK IOJIB3YETCS TOJBKO IPEANMCAHHBIMM €My I[PAaBaMH IIO0
otHomeHnto K IIJIH, ¢ koToppIMH eMmy HeoOXoauma paboTa B COOTBETCTBUHU C
JOJIKHOCTHBIMU O0sI3aHHOCTSAMHU. Paciupenue npas A0CTyna U NpefoCcTaBiIeHUE JOCTyIa
K JIONOJIHUTENbHBIM WH(OPMAIIMOHHBIX pecypcaMm, B 00A3aTENbHOM MOPSAKE, AOJKHO
COTJIACOBBIBATHCS C OTBETCTBEHHBIM 3a OpraHu3aiuio oopadorku I1/1H;

- PYKOBOAMTENb YUpEXJCHHs HMEET IpaBa Ha NPOCMOTP MH(GOPMaLUU CBOUX
IIOAYMHEHHBIX TOJBKO B YCTAaHOBJIEHHBIX IIpeleraax B COOTBETCTBUM CO CBOMMH
JTOJHKHOCTHBIMU OOSI3aHHOCTSIMH.
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Bcee corpynHuku YupexxaeHuss M OOCIyKHMBAIOIIMKA IEPCOHAN, JOJKHBI HECTH
[EPCOHAJIBHYK0 OTBETCTBEHHOCTb 3a HAPYILIEHUS YCTAHOBJIIEHHOIO MOpsiaKa 00pabOTKU
[T/11, mpaBuJI XpaHEHUs!, UCIIOJIb30BAHMS U NEPEJauld HaXOAIIMXCS B UX PACIIOPSIKEHUN
3aIUIIAEMBIX peCypcoB cucTeMbl. Kaxaplil cOTpyAHUK (IIpHU IpueMe Ha paboTy) JOJKEH
HNOJANUCHIBATh  00SA3aTE€NBCTBO O  HEpasMJalleHWH  HMHPOpManuH, CcoJepKallei
[NEPCOHAJIbHBIE JaHHbIE O COOJIOJEHMM M  OTBETCTBEHHOCTH 3a  HApYIICHUE
YCTaHOBJICHHBIX TpeboBaHui 1o coxpanenuio [1/n Yupexnenus.

Oo6padotka [1/In B komnonentrax UCII[IH YupexneHus N0KHA MPOU3BOIUTHCA B
COOTBETCTBHUH C YTBEPKACHHBIMU TEXHOJIOTUYECKUMHU HHCTPYKIIHSIMH.

6.8. PeriamMeHTaumMsi  mpoueccoB  OOCIY:KMBAHUSI W OCYLIECTBJIEHHA
MOAM(pUKANMU ANNAPATHBIX U IPOrPAMMHBIX PeCypcoB

B uensx noanep:kaHus pexuma HHPOPMALMOHHOM O€30MaCHOCTH amnmnapaTHO-
nporpaMMHasi KOHQUrypauuss aBTOMaTU3UPOBAHHBIX pabO4YMX MECT COTPYAHHUKOB
VYupexneHus, ¢ KOTOPbIX BO3MOXEH JIOCTYI K pecypcaM HH(QOPMAIMOHHOM CUCTEMBI,
NOJDKHA  COOTBETCTBOBATH  KPYI'y  BO3JIOKEHHBIX HAa  JAaHHBIX  I10JIb30BaTeElEH
(YHKIMOHATBHBIX 00SI3aHHOCTEH.

B xomnoneHnTax nH(pOpMalMOHHON CHUCTEMBI U Ha padOYMX MECTax IO0JIb30BaTeNei
JOJKHBI YCTaHABIIMBATHCA U UCIIOJIB30BATHCS JIMIEH3MOHHBIE [IPOrPAMMHBIE CPEZCTBA.

6.9. O0GecnieyeHne M KOHTPOJb (PU3HMUYECKOIl IEJTOCTHOCTH (HEM3MEHHOCTH
KOH(pUrypauumn) annapaTHbiX pecypcos

O6opynoBaHnue WH(POPMALMOHHBIX CHUCTEM, MCHOJB3YEMOE HJisi JAO0CTyna H
xpanenust [I/[H, Kk KoTOopoMy JOCTyn OOCITYKMBAIOUIEr0 MepcoHaia B IpouLecce
AKCIUTyaTalluy He TpeOyeTcs, MOcie HajlaJ0YHbIX, PEMOHTHBIX M UHBIX paOOT, CBSI3aHHBIX
C IOCTYNOM K €ro KOMIIOHEHTaM J0JKHO 3aKPbIBAThCSI.

6.10. ITox0op U MOATrOTOBKA NMEPCOHAJA, 00yUeHHe M0JIb30BaTe el

[Tonb3oBatenu UCII[IH YupexaeHus, a Takke PYKOBOIAIIUNA U OOCTY>KHUBAIOIIHI
MEPCOHANl JIOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJIHOMOYHM, a TakKke
OpPraHU3alMOHHO-PACIOPSIANTEIbHON, HOPMAaTUBHOW, TEXHUUYECKON U DKCIUTyaTallHOHHOMN
JOKyMEHTAIMeH, ompenenstomed TpeboBanuss U  mnopsiaok  obOpabotku [I/In B
YupexaeHun.

Obecneuenne Oe3zonacHoctd I[I/IH BO3MOXKHO TOJBKO TMOCTIE BBIPAOOTKUA Yy
MOJIb30BaTENICH  OMpEeICHHON KYyJIbTYphl pabOThl, T.€. HOPM, OOSI3aTEIbHBIX IS
WCIIOJTHEHUSI BCEMHM, KTO paboTaeT ¢ WH(POPMAIMOHHBIMU pecypcamu YupexaeHus. K
TaKUM HOPpMaM MOKHO OTHECTH 3allpelieHre JTHO0bIX YMBIIUICHHBIX I HEYMBIIUICHHBIX
JNEUCTBUN, KOTOpHIE HApyLIAIOT HOpMalibHylo paboty komnoHeHtoB UCIIH
VYupexieHus, BbI3bIBAIOT JOMOJIHUTENIBHBIE 3aTpaThl PECYpPCOB, HAPYIIAIOT LEJIOCTHOCTH
XpaHuMod © oOpabaTeiBaeMoil WHGOPMAIMK, HAPYIIAIOT HWHTEPECHl 3aKOHHBIX
MOJIH30BATENCH, BIIaICIBIIEB NI COOCTBEHHUKOB.

Bce monb3oBatern WCIIJIH VYupexneHus TODKHBI OBITb O3HAKOMJICHBI C
OpPraHU3aIMOHHO - PACHOPAIUTEIHLHBIMH JTOKYMEHTAMU MO OOCECIECYCHHIO 0E€30MacHOCTH
[I/ln YupexneHus, B 4YaCTHU, HMX KaCAIOWICHCA, NOJDKHBI 3HATh W HEYKOCHHUTEIBHO
BBITIOJHATh MHCTPYKIIMM M 3HATh OOIIME OO0S3aHHOCTU MO OOECIEeYeHUI0 Oe30MacCHOCTH
I1In. JloBenmenwe TpeOOBaHUN YKa3aHHBIX JOKYMEHTOB [0 JIMIl, JOMYIICHHBIX K
o0OpaboTke 3anuinaembix [T/IH, TOIKHO OCYIIECTBISITHCS MO POCIHCH.
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6.11. OTBeTCTBEHHOCTL 32  HApPYUIeHUs]  YCTAHOBJIEHHOr0  MOPsSAKA
M0JIb30BaHMA pecypcaMu HHGOPMAUOHHOM CHUCTEMbI

Mepa OTBETCTBEHHOCTH IepcOoHana 3a JCHCTBUSA, COBEPIICHHBbIE B HapyIICHHE
YCTAHOBJICHHBIX MPaBWII oO0ecnieueHus: 6ezonacHoi padotsl ¢ [1/IH, 1omKkHa onpenensTbes
HAHECEHHBIM YIEepOOM, HAJTMYMEM 3JI0T0 YMbICIA U APYTUMH (PaKTOpaMH MO0 YCMOTPEHUIO
PYKOBOJCTBA YUpEKIACHUS.

Jisa peanusanuu NPUHIUIA TEPCOHATBFHOM OTBETCTBEHHOCTH IOJIb30BATENeil 3a
CBOM JICUCTBUSI HEOOXOTUMBI:

- WHIVWBHOyaJbHAS WACHTU(UKANMS TIOJb30BaTelIed W WHUIMAPOBAHHBIX HWMU
IpOLIECCOB, T.€. yCTaHOBJIEHUE 3a HUMHU uaeHTH(uUKaTtopa (login, Username), Ha 0a3e
KOTOPOTO OyEeT OCYIIECTBISATHCA Pa3rpaHUYEHUE JIOCTYNA B COOTBETCTBUU C MPUHIIUIIOM
000CHOBaHHOCTH JIOCTYIIA;

- MPOBEpKa MOJJIMHHOCTH MOJIb30BaTeNeH (ayTeHTU(HUKaIMs) Ha OCHOBE MapoJiei;

- peakmusi HAa TIONBITKM HECAHKIIMOHUPOBAHHOTO JOCTYIa (CUTHAIW3AIHS,
OJIOKMPOBKA U T.1.).

6.12. CpencrBa o6ecneyenusi 6ezonacuoctu I1/{n
Jlnst obecrieueHrs: MHMOPMAIMOHHOM OC30IAaCHOCTH YUPCHKICHHS HCITOIb3YIOTCS
CJICIYIOIIUE CPEICTBA 3aIUTHI:

Duzuueckue cpedcmsa 3auumbl

dusnyeckne Mephl 3alUThl OCHOBaHBI HA TMPUMEHEHWH PA3HOTO poja
MEXaHUYICCKUX, DJICKTPOHHBIX MJTU AJICKTPOHHO-MEXaHUIECKUX YCTPOMCTB U COOPYKCHHH,
CHEIMaIbHO MPETHA3HAYEHHBIX IS CO3AaHUsA (M3MYECKUX MPEMATCTBHI Ha BO3MOYKHBIX
MyTSX TPOHUKHOBEHHWS W JIOCTYNA TOTEHIHUAIBHBIX HaPYIIUTENCH K KOMIIOHCHTaM
cucteMbl ® 3amumaeMbiM [IJ[H, a TakXke TEXHUYECKHX CpPEJICTB BH3yaJIbHOTO
HAOIOACHUS, CBS3M U OXPAHHON CUTHATN3AIIHH.

s obecneuenus ¢uszndecko 6e3omacHocTy koMnoneHToB MCIIIn HeoOxoaumo
OCYIIECTBJISATh DSl OPraHU3AIMOHHBIX M TEXHUYECKUX MEPOMPHUSITHH, BKIIOYAIOIINX:
MIPOBEPKY 000pyAOBaHUS, TIpeIHA3HAYCHHOTO /1 0O0padoTku I1/1H, Ha:

- HaJM4He CHeIHalIbHO BHEJIPEHHBIX 3aKJIA/IHBIX YCTPOUCTB;

- BBEACHUE JOIOJHHUTEIBHBIX OrPAHWYCHUW 110 JOCTyImy B IIOMEIICHHS,
npeHa3HaYeHHbIE I XpaHeHust 1 o0padbotku [1/]H;

- 0o0opynoBaHHME CHCTeM HWH(pOpMATH3AMK YCTPOMCTBAMU 3alllUTHl OT COOEB
AJIEKTPOINUTAHUS U TIOMEX B JIMHUSX CBS3U.

TexHuueckue cpeocmea 3aujunul

Texnuueckue (anmmapaTHO-IPOTPaMMHBIE)  MEpbl  3alllUThl  OCHOBAaHbl  Ha
WCIIOJIb30BAHUU DPA3JIMYHBIX D3JEKTPOHHBIX YCTPOMCTB M CHELHAIBbHBIX MPOrPaMM H
BBITIOJIHSIFOUIMX (CaMOCTOSITENIBHO WM B KOMIUIEKCE C APYTMMHU CpeacTBamMu) (yHKIUU
3aUThl (MICHTU(PUKAIIMIO U ayTeHTU(PUKALMIO MMOJb30BaTeNIeH, pa3rpaHuYeHre 10CTyna
K pecypcam, perucTpaluo cCoObITHI, KpUntorpadguueckoe 3aKpbiTie MHGOpMAIUU U T.11.).

C yderom Bcex TpebOoBaHMM M NpUHLUIOB oOecnedeHus OezomacHocty II/[H 1o
BCEM HAIPABJICHUSM 3alUThl B COCTaB CHUCTEMBl 3alUThl JIOJDKHBI OBITh BKJIFOUEHBI
CJIEIyIOLIUE CPENICTBA:

- CpEeICTBA pa3rpaHUYEHHMs TOCTYMA K JAHHBIM;
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- CpEeJIICTBAa PErUCTpaly JOCTyMa K KOMIOHEHTaM MH()OPMAIMOHHOW CUCTEMBI U
KOHTPOJIS 32 UCTOIb30BaHUEM UH(POPMAIIUK;

- CpE/ICTBA pearupoBaHMsl Ha HAPYILIEHHUS pexXUMa HHPOPMAIIMOHHON O€30MTaCHOCTH.

Ha TexHuueckue cpeiCcTBa 3allUThl BO3JIAracTCsl PEIICHUE CICAYIONINX OCHOBHBIX
3a/1ay:

- uneHTUUKalMsI U ayTeHTU(UKAIMs MOJIb30BaTeNied MPH MOMOIIM HWMEH WM
cnenuaibHbIX annaparHbix cpencts (Advantor, Touch Memory, Smart Card u T.11.);

- perjameHTanusi W YNpaBlieHHWE JOCTYNOM IOJb30BaTeNiell B MOMEIICHHS, K
(bU3MYECKUM U JIOTUYECKUM yCTPOUCTBAM;

- 3alMTa OT MPOHUKHOBEHHUS KOMIBIOTEPHBIX BHUPYCOB U Pa3pyUIUTEIHLHOTO
BO3/ICHCTBUSI BPEIOHOCHBIX MPOTPAMM;

- peructpaius Bcex ACHCTBUN MOJIb30BaTelNd B 3alMIIEHHOM >KypHalle, HAIUYUE
HECKOJIbKUX YPOBHEH perucrpaum,

- 3alMTa MJAaHHBIX CHCTEMBl 3alUTHl Ha (QaillloBoM cepBepe OT JocTymna
MOJIb30BATENEH, B YbM JOJDKHOCTHBIE OOS3aHHOCTM HE BXOJUT paboTa ¢ MHPpOpMALINH,
HaXOZSIIENCs HAa HEM.

Cpedcmesa udenmugpukayuu u aymenmu@durayuy noiv3osamenell

B uensx mnpemorBpamieHuss pabotrel ¢ pecypcamu  UCII[JH VYupexneHus
MOCTOPOHHUX JIMI] HEOOXOAMMO OOECIEeUUTh BO3MOXKHOCTH PACIO3HABAHMS KaXJIOTO
JIETaJIbHOTO TOJIb30BaTeNsl (MM TPYII TMoJsib3oBateneit). g uaeHTUdUKAIMU MOTYT
MIPUMEHSTHCA PA3JIMYHOTO POJA YCTPOMCTBA: MArHUTHBIE KAPTOUYKH, KIIKOYH, KIIFOYEBBHIE
BCTaBKH, IUCKETHI U T.II.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IOJb30BATEIEH TAKKE MOMKET
OCYILECTBIISITHCS:

- TMyTeM TMPOBEPKU HAJIUYUS Y TIOJH30BATEIEH KaKUX-JIMOO CHeIUaIbHbIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.J.);

- IyTEM MPOBEPKH 3HAHUSI UMU NAPOJIEH;

- TyTeM MPOBEPKHU YHUKATBHBIX (PU3UYECKUX XAPAKTEPUCTUK U MAPAMETPOB CaAMUX
MOJIb30BaTENICH MPU MOMOIIHU CTECIUATbHBIX OMOMETPUUECKUX YCTPOMCTB.

Cpedcmesa pazepanuienus docmyna

30HBI OTBETCTBEHHOCTH M 33Ja4¥ KOHKPETHBIX TEXHMYECKUX CPEICTB 3aAILUTHI
YCTaHaBIMBAIOTCS UCXOJS M3 MX BO3MOXKHOCTEH M 3KCIUTyaTalMOHHBIX XAPAKTEPUCTUK,
ONMCAaHHBIX B JOKYMEHTALIMHU HA JAHHBIE CPEJCTBA.

TexHuyeckue cpeicTBa pasrpaHUYeHHs] JOCTyHa JIOJDKHBI MO BO3MOXHOCTU OBITh
COCTAaBHOM YaCThIO €JUHON CUCTEMBI KOHTPOJIS AOCTYyIIA:

- Ha KOHTPOJIHMPYEMYIO TEPPUTOPHIO;

- B OTJIEJIbHBIE IOMEIIEHUS;

- K KOMIIOHEHTaM HH(QOPMAIMOHHON Cpelbl YUpEeKIECHUS U dJIEMEHTaM CHUCTEMBbI
samuthl [1J1H (Pusnyeckuii noctym);

- K HHQOPMALMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTEISIM HMH(POpPMALIUH,
(aiinam, Habopam JTaHHBIX, APXUBAM, CIIPABKaM U T.1.);

- K aKTHBHBIM pecypcam (MIPUKIAIHBIM IpOorpaMMamM, 3a/iadyaM u T.11.);

- K ONEPALMOHHON CUCTEME, CUCTEMHBIM IPOrpaMMaM U IporpaMmam 3aIluThl.

CD@@C”I’Z@CI obecnevenus u KOHMPOJIA UejiocCmHocmu
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CpencrBa oOecnedeHMs] LEJIOCTHOCTH BKIIIOYAIOT B CBOM COCTaB CpeACTBa
PE3EpBHOIO  KONMPOBAHMUS, IPOrpaMMbl  AHTUBUPYCHOM  3alUTBHI, IPOTrPAMMBI
BOCCTAHOBJIEHHS LIEJIOCTHOCTH ONEPAL[MOHHOM cpeibl U 0a3 JaHHBIX.

CpenctBa  KOHTpOJSL  LEJIOCTHOCTH  HMH(OPMALMOHHBIX  PECYPCOB  CUCTEM
IpeIHa3HAYeHbl ISl CBOEBPEMEHHOTO OOHAPYXKEHUS MOAM(PUKAIUU WM HCKAKECHMS
pecypcoB cuctembl. OHM TO3BOJIAIOT OOECHEUYUTh MPABWIBHOCTh (DPYHKIMOHUPOBAHUS
CHCTEMBI 3alIUTHI U 1IEJIOCTHOCTh XPAaHUMOU 1 00pabaTbiBaeMoil HH(pOpMaLHy.

KonTponb 1menoctHocTd MHGOPMAIIMN U CPEICTB 3aLIUTHI, C LENbI0 0OecTeueHUs
HEU3MEHHOCTH MH(POPMALIMOHHOM Cpe/ibl, ONIPENEIIeMON MPENYCMOTPEHHON TEXHOJIOTUEN
0o0pa®OTKM, W 3alUThl OT HECAaHKIHOHHpoBaHHOW Mmomudukauuu [I[IH momken
o0ecnieunBaThCs:

- CpeACTBAaMHM pa3rpaHUYEHUs JOCTyna (B TIOMELIEHUs, K JOKyMEHTaM, K
HOCUTEJISIM UHPOPMAIINH, K CEPBEPAM, JIOTMUECKUM YCTPOMCTBAM U T.I1.);

- CpeICTBaMU JJIEKTPOHHOM IOAIUCH;

- CpeACTBaMH IOJACYETa KOHTPOJIBHBIX CYMM (JIJIs1 MCIOJIb3yEMOr0 MPOrpPaMMHOIO
obecrieueHus).

Cpencrsa onepaTuBHOIO KOHTPOJISI M PErHCTPANMM COOBITHIT 0€30MIaCHOCTH

CpenctBa OOBEKTUBHOIO KOHTPOJS JOJKHBI OOecleuyuBaTh OOHApY>KEHUE W
pErucTpanuo Bcex coObITHH (neicTBUi mosib3oBaTeneid, nonsiTok HCJ u 1.11.), KOoTOpHhIE
MOTYT TOBJIYb 3a COOOWM HapyiieHHe O€30MacHOCTH M MPUBECTH K BO3HUKHOBEHUIO
KPU3HUCHBIX CUTyalluid. AHamu3 CcOOpaHHOW CpeACTBaMHU pErucTpanud HHGOPMAIUU
MO3BOJISIET BBISIBUTH (DaKThl COBEPILICHUS HAPYIICHUH, X XapaKTep, MOJICKa3aTh METOJ €ro
paccieoBaHusl U CIOCOOBI MOMCKA HApYIIUTENs W UchpaBieHus curyauuu. Cpenctsa
KOHTPOJISI U PETUCTPALIMH JTOJKHBI PEI0CTABIISITH BO3MOKHOCTHU

- BEJICHUS U aHAJIN3a KYPHAJIOB PETUCTPALMK COOBITUI 0€30MacHOCTHU (CUCTEMHBIX
KYpHAJIOB);

- TIONly4eHMsI TBEPJAOM KomuM (Me€4YaTH) SKypHaJIa pEruCTpaldd COOBITHI
0e30I1aCHOCTH;

- YNOpSJIOYEHUs >KYpPHAJIOB, a TaKXK€ YCTAHOBJICHUS OTpaHUYEHUN Ha CPOK HUX
XpaHEeHUS;

- OIEpaTUBHOIO OMOBEUIEHUSI OTBETCTBEHHOrO 3a opraHu3anuio oopadotku I1J{H o
HapyIICHUSX.

[Ipu peructparuu coObITUN 0E30MACHOCTH B JKypHAJIE€ MOJDKHA (PUKCHPOBATHCS
cienytomias nHdopmarus:

- JlaTa v BpeMs COOBITHS;

- uaeHTuduUKaTop cyObeKTa, OCYIIECTBRISIONIETO PETUCTPUPYEMOE JIEUCTBHUE;

- JIeiicTBUE (THUII JOCTyMa).

6.13. KoHTpoJib 3¢(PpeKTUBHOCTH CHCTEMbI 31U THI

Koutpons  sddexkruBHoctrt  3ammutel  [I/IlH  ocymiectBisiercss ¢ 1esblO
CBOEBPEMEHHOTO  BBISBICHHS W  IpenoTBpameHuss yreukn I[JIlH 3a  cuer
HECAHKIIMOHUPOBAHHOTO JOCTYyNA, & TAK)KE NMPEAYNPEKICHUSI BO3MOKHBIX CIHEHUATBHBIX
BO3JICVCTBUI, HAINpPABICHHbBIX Ha yHuU4TOXKEeHue II/IH, paspylieHue cCcpencTs
uHpopmatuzauud. KOHTpOJIb MOXKET NPOBOAUTHCS MPHUBJICKAEMBIMU [JISI ATOW LIETHU
OpraHM3alMsAMH, UMEIOIIMMU JULEH3UIO HAa OTOT BUJI JEATEIBHOCTH.
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Onenka s¢dextuBHOCTH Mep 3amuthl [IJIlH mpoBoaMTCS C HCMONB30BaHUEM
TEXHUYECKUX M TPOrPaMMHBIX CPEICTB KOHTPOJS HA TPEIMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBaHUSM.



